
By signing the Master License and Services Agreement 
(“MLSA”), the Data Exporter (defined below) agrees to the 
terms of these ASEAN Model Contractual Clauses as a 
supplement to the MLSA and to be incorporated therein to the 
extent the Data Exporter is subject to AMS Laws (defined 
below) and where required by AMS Law 
 

Module 1: Contractual Provisions for Controller-to-
Processor Transfers1  
 

1. Definitions  
 
1.1. “AMS Law”: Any and all written laws of an ASEAN Member State 
relating to data protection (or are, minimally, relevant to the transfer of 
Personal Data) which the Data Exporter or the Data Importer (or both) 
are subject to.  

1.2. “Command Alkon Incorporated”: Includes Command Alkon’s sister 
companies and subsidiaries as defined in the MLSA. 

1.3 “Data Breach”: Any loss or unauthorised use, copying, modification, 
disclosure, or destruction of, or access to, Personal Data transferred 
under this contract.  

1.4. “Data Exporter”: The Party which transfers Personal Data to the 
Data Importer under this contract.  

1.5. “Data Importer”: The Party which receives Personal Data from the 
Data Importer for Processing under this contract.  

1.6. “Data Sub-Processor”: Any person or legal entity which may be 
engaged by the Data Importer to assist in the Data Exporter’s Processing 
of Personal Data on behalf of the Data Exporter.  

1.7. “Enforcement Authority”: Any public authority empowered by 
applicable AMS Law to implement and enforce the applicable AMS Law.  

1.8. “Personal Data”: Any information relating to an identified or 
identifiable natural person (“Data Subject”) transferred under this 
contract.  
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1.9. “Processing”: any operation or set of operations that are performed 
on Personal Data or on sets of Personal Data, whether or not by 
automated means, including, for example, collection, use and disclosure 
of Personal Data. 
 
2. Obligations of Data Exporter  
 
The Data Exporter warrants, represents and undertakes that: 
  
2.1. The Personal Data has been collected, used, disclosed and 
transferred to the Data Importer under this contract in accordance with 
applicable AMS Law. In the absence of such law, where reasonable and 
practicable, the Data Subject has been notified of and given consent to 
the purpose(s) of the collection, use, disclosure and/or transfer of his/her 
Personal Data.  

2.2. Any Personal Data that has been transferred under this contract is 
accurate and complete to the extent necessary for the purposes 
identified by the Data Exporter in order to comply with Clause 2.1.  

2.3. The Data Exporter shall implement adequate technical and 
operational measures to ensure the security of the Personal Data during 
transmission to the Data Importer.  

2.4. The Data Exporter shall respond to enquiries from Data Subjects or 
Enforcement Authorities regarding the Processing of Personal Data by 
the Data Importer as required by applicable AMS Law, including requests 
to access or correct Personal Data, unless the Parties have agreed in 
writing that the Data Importer shall so respond, and such delegation is 
permitted by applicable AMS Law. Responses to such enquiries and 
requests shall be made within a reasonable time frame or within the time 
frame and in the manner, if any, required under the applicable AMS Law. 
 
3. Obligations of Data Importer  
 
The Data Importer warrants, represents and undertakes that:  
 
3.1. The Data Importer shall Process the Personal Data only in 
compliance with the Data Exporter’s instructions and for the purposes 
described in Appendix A.  



3.2. The Data Importer shall not further disclose or transfer the Personal 
Data it receives from the Data Exporter to another person, Enforcement 
Authority or legal entity, including to Data Sub-Processors, unless it has 
notified the Data Exporter of such further disclosure or transfer in 
writing, and provided reasonable opportunity for the Data Exporter to 
object.  

3.3. The Data Importer agrees that prior to any disclosure or transfer of 
Personal Data to third parties, including to Data Sub-Processors, the Data 
Importer shall ensure that the third party shall be subject to and bound 
by the obligations of the Data Importer to the Data Exporter.  

3.4. The Data Importer shall promptly communicate and refer to the Data 
Exporter any enquiries and requests from Data Subjects relating to the 
Personal Data transferred by the Data Exporter, including requests to 
access or correct the Personal Data.  

3.5. Upon the termination of this contract or completion of Processing 
required under this contract, the Data Importer shall, at the election of 
the Data Exporter in writing, either return to the Data Exporter the 
Personal Data held in its possession pursuant to this contract or cease to 
retain such Personal Data by securely deleting it.  Absent Data Exporter 
instruction, the Personal Data shall be deleted in accordance with the 
Data Importer’s data retention schedule. 

3.6. The Data Importer shall have in place reasonable and appropriate 
technical, administrative, operational and physical measures, consistent 
with applicable AMS Laws to protect the confidentiality, integrity and 
availability of Personal Data, in particular against risks of Data Breaches.  

3.7. If the Data Importer becomes aware that a Data Breach has occurred 
affecting Personal Data in its possession or under its control, or in the 
possession or under the control of an importer of an onward disclosure 
or transfer of the Personal Data, it shall notify the Data Exporter without 
undue delay upon confirmation of a Data Breach.  

3.8. The Data Importer shall promptly notify and consult with the Data 
Exporter regarding any investigation regarding the collection, use, 
transfer, disclosure, security, or disposal of the Personal Data transferred 
under this contract, unless otherwise prohibited under law.  

3.9. The Data Importer shall provide prompt assistance to the Data 
Exporter upon request for the purposes of clause 2.4; and where the 



Data Importer has agreed in writing, to respond to enquiries and 
requests from Data Subjects or Enforcement Authorities regarding its 
Processing of Personal Data when notified by the Data Exporter.  
 

4. Choice of Law; Disputes: 
  
4.1. This contract shall be interpreted according to the choice of law 
expressed in the MLSA or, only if necessary, the laws of the ASEAN 
Member State of the Data Exporter.  

4.2. If there is any conflict or inconsistency between clauses in this 
contract and AMS Law, then the applicable AMS law shall prevail.  

5. Suspension of Transfer  
 
5.1. In the event that the Data Importer is in breach of its obligations 
under this contract or applicable AMS Law, then the Data Exporter may 
temporarily suspend the transfer of Personal Data to the Data Importer 
until the breach is repaired or the Processing under this contract is 
terminated.  
 
6. Termination of Contract 
  
6.1. In the event that: 
  
6.1.1. the transfer of Personal Data to the Data Importer has been 
temporarily suspended by the Data Exporter for longer than ninety (90) 
days pursuant to Clause 5.1;  

6.1.2. compliance by the Data Exporter or Data Importer with this 
contract would put it in breach of its obligations under the law in the 
country in which it is Processing the Personal Data;  
 

6.1.3. the Data Exporter or Data Importer is in material breach of any 
obligations under this contract;  

6.1.4. there is a final decision from which no further appeal is possible of 
a competent court that there has been a breach of this contract by the 
Data Exporter or Data Importer; or  

6.1.5. the Data Exporter or Data Importer ceases its operations 
voluntarily or involuntarily, announces its intent to cease operations, or 
transfers all or substantially all of its assets to a non-affiliated entity, then 



the Data Exporter or Data Importer, as applicable and without prejudice 
to any other rights which it may have against the other Party, shall be 
entitled to terminate this contract.  
 
6.2. The Parties agree that the termination of this contract at any time, in 
any circumstances and for whatever reason does not exempt them from 
the obligations of this contract regarding the return or deletion of the 
Personal Data transferred.  
 
7. General Undertakings 
  
7.1. Each Party warrants, represents and undertakes to the other Party 
that it has full capacity and authority to enter into and to perform its 
obligations under and in accordance with this contract.  

7.2. Each Party agrees to comply with all applicable AMS Law in 
connection with the performance of its obligations under this contract. 
  
8. Variation  
 
8.1. The Parties may, by written agreement, adopt or modify this 
contract where consistent with the principles set forth in the ASEAN 
Framework on Personal Data Protection, or as required by applicable 
AMS Law. This does not preclude the Parties from adding or amending 
clauses, by written agreement, as appropriate for their commercial or 
business arrangements. 
  
9. Description of the Transfer  
 
9.1. The details of the transfer and the Personal Data involved are 
specified in Appendix A. The Parties agree that Appendix A may contain 
confidential business information which they shall not disclose to third 
parties, except as in accordance with Clause 3.2.  
 
10. Individual Remedies  
 
10.1. The Parties acknowledge that where the law of the ASEAN Member 
State in which the relevant Data Subject(s) reside confers a right on Data 
Subjects to enforce the data protection warranties and undertakings of 
this contract as third-party beneficiaries, the Parties agree that this 



contract shall uphold such rights of Data Subjects under those applicable 
ASEAN Member State laws.  

10.2. Data Subjects can enforce against the Data Exporter Clauses 2.1 
and 2.4 as third-party beneficiary.  

10.3. Data Subjects can enforce against the Data Importer Clauses 3.5.  

10.4. Data Subjects can enforce against Sub-Processors Clauses 2.1, 2.4 
and 3.5 when both the Data Exporter and Data Importer have ceased 
operations, ceased to exist in law, or transferred all or substantially all of 
their assets to a non-associated entity such that the non-associated 
entity has assumed the legal obligations of the Data Exporter by contract 
or operation of law.  

10.5. To the extent authorized by applicable AMS Law, Data Subjects may 
obtain compensation for breaches of this contract by either the Data 
Importer and/or Data Exporter (as prescribed by applicable AMS Law or, 
if such law is silent on the allocation of compensation, then from both 
the Data Importer and Data Exporter in equal shares).  

10.6. The Parties do not object to a Data Subject being represented by 
another body if the Data Subject expressly wishes so and such 
representation is permitted by applicable law. 
 
  



APPENDIX A: TEMPLATE FOR DATA EXPORTERS AND 
IMPORTERS TO DESCRIBE PURPOSES FOR THE 

TRANSFER OF PERSONAL DATA 
 

Data Exporter Entity identified in the Master License and Services 
Agreement 

Data Importer Command Alkon Incorporated 

Description of the data 
subjects 

Employees and/or contractors of Data Exporter; 
employees and/or contractors of Data Exporter’s 
partners 

Description of purposes 
for data processing 

Personal Data is processed for the purposes of providing 
and supporting the products and/or services described in 
the MLSA and associated documents, including security, 
audit, and product/service improvement 

 

 

David R. Burkholder 
Chief Privacy Officer 
Command Alkon Incorporated 
6750 Crosby Court  
Dublin, Ohio 43016 
privacy@commandalkon.com 
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